
The results of the selected features from the first level of the preprocessed dataset 

Feature set Name Features Name 
 

Request Permissions 

ACCESS_NETWORK_STATE, WRITE_EXTERNAL_STORAGE, 

READ_PHONE_STATE, WAKE_LOCK, ACCESS_FINE_LOCATION, 

RECEIVE_BOOT_COMPLETED, VIBRATE, SEND_SMS, RECEIVE_SMS, 

RESTART_PACKAGES, READ_SMS 

 

 

Real permissions 

INTERNET, ACCESS_NETWORK_STATE, ACCESS_FINE_LOCATION, 

WAKE_LOCK, READ_PHONE_STATE, VIBRATE, READ_CONTACTS, 

READ_LOGS, GET_TASKS, SEND_SMS, WRITE_SETTINGS, 

CHANGE_WIFI_STATE, BLUETOOTH_ADMIN, BLUETOOTH, 

RESTART_PACKAGES 

Intents DEFAULT, VIEW, BOOT_COMPLETED, HOME 

Hardware Component screen_portrait, location, location_network, location_gps, wifi, telephony, 

bluetooth 

 

Call 
Cipher, getPackageInfo, printStackTrace, Read_Write_External_Storage, 

HttpPost, getDeviceId, Obfuscation_Base64, 

Execution_of_external_commands, getSubscriberId, getSimCountryIso, 

sendSMS 

 

API Call 

getActiveNetworkInfo, WebView, Context_startActivity, getDeviceId, 

ContentResolver_query, Notify, HttpURLConnection, DefaultHttpClient, 

sendTextMessage 

Service Receivers Sms Receiver, Boot Receiver 

Providers Telephony.SMS_RECEIVED 

Urls admob.com, schemas.android.com, appspot.com, googleapis.com, 

androiddoctor.com, sgadtracker.com, rsigma.com, paypal.com 

 


